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Abstract
Testing is essential for both the radio aspects and the protocol aspects of TETRA mobile and base station radio equipment. Different types of testing are required at the stages of R&D, conformance / type approval, manufacturing / commissioning and servicing.

Testing for radio aspects has presented tough design challenges to TETRA equipment manufacturers and to test equipment manufacturers in achieving the required performance. Notable challenges are high dynamic range, low adjacent channel power, and accurate implementation of TETRA filtering. The radio conformance specifications, and the test equipment required, continue to evolve. Future radio testing requirements will include VHF operation, extended range, air‑to‑ground operation and on-channel repeaters.

Testing for protocol aspects is of particular importance at the stages of R&D and conformance / type approval, since it is the software design being tested. TETRA radios include configuration for the intended user, group and network, which is confirmed using functional testing. Protocol conformance testing is specified using formal conformance test cases,  which give a high degree of confidence but are time consuming to develop. A pragmatic solution at present is interoperability testing (IOP), in which mobile, infrastructure and test equipment from different manufacturers is tested against each other.

Radio aspects

Stages involved in testing TETRA equipment

Conformance testing establishes that a particular manufacturer’s product meets the essential specifications (hardware and software) of the standard. These aspects are defined in the relevant standard (ETS 300 394-1 for radio aspects, ETS 300 394-2 for protocol aspects). The radio (air) interface is the weak link in the network, the link which is most likely to fail or perform sub-optimally. Radio performance depends on the design and manufacturing quality of the electronic hardware of each individual mobile and base station.

Conformance testing only proves the design of the equipment by testing one sample. Manufacturing testing proves the quality of each individual mobile or base station in the factory. Testing in service identifies equipment which no longer meets requirements. The level of service testing depends on usage and will be higher in safety critical applications.

Radio Conformance Measurements

The TETRA radio aspects tests can be split into those performed on the receiver and those performed on the transmitter. It is outside the scope of this presentation to discuss these measurements in any detail. Poor radio performance degrades network performance, often to the detriment not only of the user of the poorly performing equipment but also affecting other TETRA users or users of other radio systems. TETRA specifies a number of measurements to ensure not only reliable communication for the user, but also that the equipment neither causes nor is susceptible to interference.

Control of cell size depends on both mobiles and base stations using the correct power level. Inadequate power restricts the reach of a transmitter. Excessive power can cause interference in a distant cell re-using the frequency, as well as shortening battery life in a mobile. Receiver sensitivity is also important for cell sizing. Radio receivers need to be able to receive low level signals in order for mobiles to work at the edge of a coverage area. Receivers also need to work under the multipath fading conditions typically experienced in urban environments, mountainous areas and moving vehicles.

Radio testing challenges for TETRA equipment

TETRA transmitter measurements are complicated. Most transmitter measurements require capture of a burst transmission with the measurement period time-aligned to the active period of the burst. Many measurements require much finer alignment such that the measurement is only made at the decision points of the modulation symbols. This applies even to average power measurement. For making valid TETRA transmitter measurements, it is necessary for the test equipment to emulate a TETRA receiver by Root Nyquist filtering the measured signals.

Measurement of Adjacent Channel Power and non-active power, where the radio under test is required to achieve 70 dB dynamic range or better, requires the test equipment to achieve at least 80 dB. The TETRA filter in the test equipment must be very precise, requiring a digital filter with a minimum length of 30 symbols. The T1 signal generator for receiver testing must implement TETRA channel coding schemes and conform to the TETRA multiframe structure. The T2 signal generator for adjacent channel interference testing must produce less than - 70 dB adjacent channel power.

Transmitter Testing Example - Unwanted Emissions

Digital communication systems are often relatively poor on spurious emissions. In part this is due to the modulation techniques used, but in many cases there is no great need for them to be very good if they are only co-existing with other digital systems. The TETRA system is specified with low levels of unwanted emissions because it is required to operate in a relatively uncoordinated environment and should allow analogue co-existence.

A particular problem with radios like TETRA, which use modulation techniques with varying RF amplitude between symbols, is that compression in amplifiers results in the adjacent channel power increasing. TETRA devices typically use linearisation techniques to overcome this problem. The ‑ 60 dBc adjacent channel requirement during the useful part of the signal burst is particularly difficult to meet. Specialist test equipment is required to measure TETRA Adjacent Channel Power according to ETS 300 394-1, since this measurement cannot be made correctly with a conventional spectrum analyser.
Receiver Testing example - Adjacent Channel Interference (ACI) Rejection

Selectivity measurements are designed to ensure that a receiver can work effectively in the presence of a strong interfering signal at an adjacent (or nearby) frequency. It is generally assumed the Interferer is a TETRA signal. TETRA specifies that a receiver should operate correctly with a wanted signal only 3 dB above the reference sensitivity level, and an unwanted signal in the adjacent channel which is 45 dB higher than the wanted signal.

Selectivity is measured using two signal sources, one generating an in-channel (wanted) signal (T1) and the other generating the interfering signal (T2) at a higher power. BER measurement is performed with the low level wanted (T1) signal subject to fading simulation. This test places stringent demands on the signal generator performance. In order to prove that the receiver meets the selectivity criteria a signal generator with -70 dBc adjacent channel power is required when carrying TETRA modulation, in order that noise from the generator does not exert undue influence on the performance of the equipment under test.

Current Status of Radio Conformance Testing

The first editions of the TETRA Air Interface (ETS 300 392-2) and the Radio Conformance specification (ETS 300 394-1) were published in March 1996, covering the frequency range 380MHz to 520MHz. Between November 1996 and April 1999, ETSI Project TETRA Working Group 2 (EPT WG2) undertook extensive revision of these specifications to produce second editions which are currently in Public Enquiry. 

The draft 2nd editions are in use as the basis of Type Approval Conformance testing. Almost all of the specified tests are supported with test equipment and accredited testing facilities. However, the testing process is only partially automated at present. A fully automated test system requires many RF switches, cables and filters, which have a detrimental effect on the accuracy of these very demanding measurements.

TETRA Standards Activity - Extending Frequency Coverage

Currently deployed TETRA systems operate in either the 380-400MHz emergency services band or the 410-430MHz commercial band. However, as TETRA is adopted outside Europe, it is necessary to specify operation beyond the original 380-520MHz range defined in the 1st edition specifications. A significant change in the 2nd editions is that the frequency range is now 300MHz to 1GHz, permitting TETRA operation in 800MHz and 900MHz frequency bands. There may in future be 3rd editions of these specifications which will extend the frequency range downwards to 130MHz to accommodate maritime and air-to-ground TETRA use. Besides extending the frequency coverage, TETRA standards activity is also likely to encompass increased range (larger cell radius), increased velocity and the use of repeaters for enhancing service availability.

Future Conformance Requirements for Receivers

The current TETRA lower frequency limit of 300MHz is largely dictated by radio propagation (fading) conditions. The radio channel simulation models used were derived from GSM models, and cannot be reliably extended below 300MHz. At VHF, fading rates become slow with longer periods of deep fading. In order to calculate the expected performance at VHF, extensive (and expensive) computer simulation of the channel models is required. Currently TETRA receivers are tested using a propagation model simulating a velocity of 200km/h, which is adequate for most land-based vehicular use. However, if TETRA is adopted for airborne applications (or even for some very high speed trains) then a higher velocity simulation of at least 500km/h is required. Currently, TETRA mobile receivers are specified and tested when the transmitter is inactive (only base stations are required to transmit continuously). However, to allow for mobiles capable of multiple slot operation it may be necessary to specify and test mobile receiver performance when the receiver and transmitter are operating simultaneously, to test the duplex isolation in the receiver.

Future Conformance Requirements for Transmitters

The current TETRA maximum cell radius of 67km is dictated by the round trip delay when a mobile is at this distance from the base station, and the maximum latency of 8 symbol periods allowed for in the TETRA standard. Late arrival of mobile transmissions at the base station may result in contention with the transmissions of another mobile which is assigned to the following timeslot. There are two options for extending the current 67km limit. The simplest option for TETRA mobiles is simply for the TETRA network to permit late arrival by more than 8 symbol periods. Unless the network can guarantee that all users on a particular frequency will be transmitting late (e.g. by using the frequency only for range extension) then it will be necessary to sacrifice alternate timeslots to prevent contention. It is necessary for the base stations to be able to cope with late arriving transmissions. The other option is to implement a timing advance mechanism, similar to that already used in GSM, whereby a TETRA mobile is commanded by the base station to time its transmissions to occur a number of symbol periods earlier than normal, such that the time of arrival at the base station is correct. This option avoids contention problems, but requires additional capabilities in both mobiles and base stations. However, systems employing range extension are likely to be specialised (such as maritime or airborne use or sparsely populated areas) since the current 67km limit is already nearly twice the 35km maximum radius of GSM cells.

Future Conformance Requirements for TETRA TMO Repeaters

TETRA systems have an imminent requirement to deploy on-channel radio repeaters to extend and in-fill the coverage obtained from a base station. The conformance requirements for such devices are currently being standardised, under the title of “TETRA Trunked Mode Operation (TMO) Repeaters”. Although such devices already exist for GSM systems, the requirements for TETRA on-channel repeaters are more stringent. A repeater is essentially a bi‑directional RF amplifier, with filtering to select either a band of frequencies or a particular frequency channel only. Filtering introduces delay to the repeated signal, and for this reason it is not feasible to specify a channel-selective TETRA repeater, as sharp narrow filters produce the largest delays. As currently drafted, the standard will require repeaters to have similar performance to base stations, when repeating a high quality TETRA input signal (typically a T2 test signal), with additional tests using a CW signal for measuring transmitter intermodulation and out-of-band gain.

If a TETRA system employs on-channel repeaters, this imposes additional requirements on the performance of the mobile receivers, typically requiring the inclusion of an equaliser. The repeater signal and the original base station signal may both be received at similar levels by some mobiles in the cell, and any delay in excess of 12µs (nearly ¼ of a symbol period) is likely to cause a problem for mobile receivers.

Implications of the R&TTE Directive

The Radio and Telecommunications Terminal Equipment Directive (R&TTED) comes into force in April 2000. This replaces the current regime of mandatory Type Approval, although there is a one year transition period allowed during which National Type Approval may continue. The directive is designed to permit the free circulation and use within the EC of any radio equipment which conforms to the relevant standards. These standards will be the new “Candidate Harmonised Standards” which are currently in preparation, based on the “essential requirements” of existing standards, required to only specify performance which is necessary for the prevention of harmful interference. A significant departure from current practice is that manufacturers can self-certify that their equipment conforms to the essential requirements and affix the CE mark, without submitting it to independent conformance testing. However, to deter unscrupulous manufacturers from putting non-conformant equipment on the market, evidence must be available if challenged to prove that testing was performed (either by the manufacturer or by a test house) to demonstrate conformance.

Protocol aspects

TETRA Air Interface Protocol - Typical Operations

TETRA protocol is more complex than that for other radio systems such as GSM, with a number of different methods specified for registering to the network and placing calls. TETRA differs from cellular systems in that group calls and simplex operation are standard procedures. The protocol operations shown on the slide constitute standard basic operation expected of any TETRA terminal. Individual systems and users may have terminal equipment configured to allow or disallow some combinations of these operations, but the equipment itself needs to implement them correctly, which results in a major testing task.

Protocol Testing Requirements

As with radio testing, there are different stages of protocol testing. The starting point is the TETRA Air Interface specification, ETS 300 392‑2, in which clauses 4 to 10 specify the radio aspects and clauses 11 to 29 specify the protocol aspects. Following extensive revision by ETSI Project TETRA Working Group 3 (EPT WG3), this massive specification entered Public Enquiry (PE) in December 1999, ending in April 2000. During the R&D phase, manufacturers need to ensure that their understanding and interpretation of the standard is correct. Conformance testing of a manufacturer’s implementation of the TETRA protocol in mobile or base station equipment verifies that it is in accordance with ETS 300 392‑2 and should thus be compatible with equipment from other manufacturers. During manufacturing and in service, it is not necessary to test the protocol implementation, as it is simply software which is duplicated and thus identical in each mobile or base station. However, TETRA equipment is subject to individual configuration relating to the network on which it is intended to be used and the entitlement of the particular user; for this reason it is common to perform functional tests of TETRA protocol operations to ensure that the equipment is correctly configured.

Protocol Conformance Testing - the Formal Procedure

The Protocol operation of a TETRA terminal is also specified as part of the Type Approval process. ETS 300 394‑2 contains an Abstract Test Suite to test the V+D network layer. The objective of the test is to ensure a high probability of air interface operability between different manufacturers’ equipment. Conformance testing for the protocol is based on a description of the protocol functionality, written in SDL (Specification and Description Language), produced by ETSI (the European Telecommunications Standards Institute). The tests are described in a specification defining the ATS (Abstract Test Suite) to apply to the network layers. These test suites are described in TTCN (Tree and Tabular Combined Notation). Essentially the test system generates protocol messages as if it were a part of the network, and interprets the response for message content and timing. TTCN test suites must relate exactly to the protocol specified in ETS 300 392‑2 and are time consuming to prepare.

Problems with Protocol

Besides the large number of basic TETRA protocol operations described earlier, the TETRA standards specify a large number of other operations as well as numerous optional procedures and alternative methods within the protocol layers for achieving these operations. Inevitably, this results in manufacturers implementing first a subset of functions which are likely to be of highest priority for the early adopters of TETRA systems. It also results in manufacturers deciding to implement particular options and methods (i.e. not supporting every alternative) which leads to incompatibilities between different manufacturers’ systems, even though they may all comply with the TETRA specifications. Building a conformance test system to exercise every combination of options and alternative methods would be a formidable task.

In order to achieve interoperability (IOP) between systems from different manufacturers, the TETRA Memorandum of Understanding (MoU) Technical Forum has specified the TETRA Interoperability Profile (TIP). The TIP was devised and agreed between the four major TETRA manufacturers, and is currently undergoing drafting of its third version. It rationalises the TETRA protocol by prioritising the implementation of protocol operations, and standardising on particular options and alternative methods to be used by all manufacturers.

Protocol Conformance Testing - Pragmatic Methods

Interoperability between TETRA systems can only be achieved by testing to ensure that they are compatible. In the absence of available protocol conformance testing facilities, systems are being tested using pragmatic methods. The four major manufacturers not only attempt to produce protocol software compliant with the TIP specification, they also participate in regular IOP test sessions in which each manufacturer’s mobiles are tested with each manufacturer’s base stations and infrastructure equipment. These test sessions involve a significant commitment of personnel and equipment, but are currently necessary to achieve interoperability. Test equipment can also be used in a pragmatic way to assist and speed up the IOP testing task. A Radio Test Set (RTS) which implements standard TETRA protocol operations as part of its normal operation can act as an independent third party reference by simulating a TETRA base station to test compatibility with different TETRA mobiles. This will have particular importance in future when IOP test sessions are joined by manufacturers who only produce mobiles and do not have their own infrastructure as a reference. In order to provide some conformance testing using TTCN, it is currently proposed that a reduced set of TTCN test cases should be produced in line with the TIP specification.

Pragmatic MS Protocol Conformance Testing using RTS

A TETRA mobile station (MS) can be tested using a Radio Test Set (RTS) in order to independently assess its conformity before incurring the expense of testing it against the different base station systems. Additionally, using an RTS for protocol testing provides flexibility in configuring system parameters and frequency channels which may not be possible on a real TETRA system. The ability to precisely set signal levels is also useful to determine whether the MS is correctly obeying the conditions for accessing a cell which are dependent on received signal strength. An extension of this is to use two RTS to test the operation of a MS handing over between two base stations dependent on signal levels. Using a RTS is still an inherently manual testing procedure, dependent on manual operation and observation of the MS under test to determine correct functional behaviour. If the RTS keeps a log of the signalling messages exchanged between itself and the MS, these can be manually analysed off-line afterwards to determine whether the TETRA protocol is being followed. This “active logging” method, in which the RTS is actively involved with the MS, is restricted to protocol operations which are supported by the RTS.

Pragmatic MS & BS Protocol Conformance Testing using RTS

Another use for a TETRA RTS in protocol testing is to perform “passive logging”, in which the RTS is not an active participant in the exchange of signalling messages. Instead, a TETRA MS (or multiple MSs) and a TETRA BS are tested communicating with each other, whilst the RTS receives off-air and logs all signalling activity which it sees. Typically this requires two test sets, one listening to downlink transmissions from the BS and one listening to uplink transmissions from the MS (or multiple MSs). This can be useful for analysing problems which occur between MS and BS, or for verifying correct operation. Whilst not providing BS or MS manufacturer independence, it can be useful for protocol operations which are not supported by the internal protocol of the RTS. It is only necessary for the RTS to channel decode the logical channel information, not to interpret and respond to the network layer signalling messages (which can be decoded and analysed off-line).

Conclusions

Radio Conformance Testing involves stringent performance requirements of both the TETRA equipment and the test equipment; however, test equipment and facilities are currently available. In future, conformance tests may be specified for VHF operation, and for extended range and higher velocity operation. The R&TTE Directive merely gives manufacturers the option of performing their own conformance testing, it does not remove the test requirement.

Protocol Conformance Testing is made complex by the complexity of the TETRA protocol, and test facilities are not currently available. In the interim, Interoperability (IOP) is being achieved through agreement between manufacturers to rationalise their protocol implementations, and pragmatic test methods are being adopted to demonstrate conformance to the TETRA Interoperability Profile (TIP).
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